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Virtual Timer Objects

osTimerStart =

osTimerStart (restart timer) ]
\ osTimerStop

& ¥ ¥ + " Time
Callback  Callback Callback Callback
= Runs a callback function when timer = API: osTimer[New | Delete | Start | Stop |
expires IsSRunning | GetName]
= ISR or osRtxTimerThread may call the function
= What else? = https://arm-software.github.io/CMSIS 5/RTOS2/html/

group CMSIS RTOS TimerMgmt.html#details

= Typeis osTimerld_t
= Timer counts scheduler ticks (e.g. 1 ms period)

Timer can be one-shot or periodic

Timer can be started, stopped, restarted


https://arm-software.github.io/CMSIS_5/RTOS2/html/group__CMSIS__RTOS__TimerMgmt.html#details
https://arm-software.github.io/CMSIS_5/RTOS2/html/group__CMSIS__RTOS__TimerMgmt.html#details
https://arm-software.github.io/CMSIS_5/RTOS2/html/group__CMSIS__RTOS__TimerMgmt.html#details
https://arm-software.github.io/CMSIS_5/RTOS2/html/group__CMSIS__RTOS__TimerMgmt.html#details
https://arm-software.github.io/CMSIS_5/RTOS2/html/group__CMSIS__RTOS__TimerMgmt.html#details

Advanced Thread Functions

osThreadYield

= Thread suspends self, yields control to
another thread at same priority level (but
not lower). If none, then continue.

= osThreadSuspend(tid)
= Move thread tid to blocking state
= osThreadResume(tid)
= Move suspended thread tid to ready state

= osThreadExit
= Thread terminates self

= osThreadTerminate(tid)
= Terminate thread tid
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= Stack

= osThreadGetStackSize: how much space in total
was the stack allocated?

= osThreadGetStackSpace: how much stack space
is free?

= QOthers

= osThreadDetach
= osThreadJoin



Custom Attributes for Threads

Data Structure Documentation
struct OSTh readAttr—t Specifies the following attributes for the osThreadNew function.
Data Fields

const char * name name of the thread. Pointer to a constant string with a human readable name (displayed during debugging) of the
thread object.
Default: NULL no name specified (debugger may display function name instead).

uint32_t attr_bits  attribute bits. The following bit masks can be used to set options:
cosThreadDetached : create thread in a detached mode (default).
cosThread]oinable : create thread in joinable mode.

void * cb_mem  memory for control block. Pointer to a memory for the thread control block object. Refer to Static Object
Memory for more information.
Default: NULL to use Automatic Dynamic Allocation for the thread control block.

uint32_t cb_size size of provided memory for control block. Size (in bytes) of memory block passed with cb_mem. For RTX, the
minimum value is defined with osRtxThreadCbSize (higher values are permitted).
Default: 0 as the default is no memory provided with cb_mem.

void * stack_mem memory for stack. Pointer to a memory location for the thread stack (64-bit aligned).
Default: NULL to allocate stack from a fixed-size memory pool using Thread Stack Management.
uint32_t stack_size size of stack. The size (in bytes) of the stack specified by stack mem.
Default: 0 as the default is no memory provided with stack mem.
osPriority t priority initial thread priority (default: osPriorityNormal) Specifies the initial thread priority with a value from osPriority t.

Default: osPriorityNormal.

TZ Moduleld t tz_module TrustZone module identifier. TrustZone Thread Context Management Identifier to allocate context memory for threads.
Default: 0 not thread context specified.

uint32_t reserved  reserved (must be 0) Reserved for future use.
. https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group CMSIS RTOS ThreadMgmt.html#structosThreadAttr t



https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#structosThreadAttr__t
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#structosThreadAttr__t
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#gaa9336c1073858d6b118e2e011636246f
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#gaa9336c1073858d6b118e2e011636246f
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#ga249499c519f3f8eef5673009ab6cfcbe
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#ga249499c519f3f8eef5673009ab6cfcbe
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#joinable_threads
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/theory_of_operation.html#StaticObjectMemory
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/theory_of_operation.html#StaticObjectMemory
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__MemoryMgmt.html#CMSIS_RTOS_MemoryMgmt_Automatic
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#a1e100dc33d403841ed3c344e3397868e
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__rtx5__specific__defines.html#ga30d19272204231956582ebfff69567f6
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#a1e100dc33d403841ed3c344e3397868e
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/theory_of_operation.html#ThreadStack
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#ad7c9b42355a4c8b9467130ab3fb19e43
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#ad7c9b42355a4c8b9467130ab3fb19e43
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#gad4e3e0971b41f2d17584a8c6837342ec
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#gad4e3e0971b41f2d17584a8c6837342ec
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/cmsis__os2_8h.html#ad5ef21485fe5f60263bc0b48006202cb
https://www.keil.com/pack/doc/CMSIS/RTOS2/html/group__CMSIS__RTOS__ThreadMgmt.html#ga48d68b8666d99d28fa646ee1d2182b8f

Creating Objects with Custom Attributes

const osThreadAttr t Read TS attr = {
.priority = osPriorityNormal

}s

const osThreadAttr t Read Accelerometer attr = {
.priority = osPriorityBelowNormal,
.stack _size = READ ACCEL STK SZ

i
const osMutexAttr t LCD mutex attr = {

.name = "LCD mutex", // human readable mutex name

.priority = osMutexPrioInherit // attr bits
};
void Create OS Objects(void) {
LCD mutex = osMutexNew (&LCD mutex attr);
t Read TS

osThreadNew (Thread Read TS, NULL, &Read TS attr);
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t Read Accelerometer = osThreadNew (Thread Read Accelerometer, NULL,
&Read Accelerometer attr);
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ANALYSIS OF RAM REQUIREMENTS



How Much RAM Do We Need?

= Function call stacks
= OS objects (including control blocks)
= Heap memory (may include OS objects)
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RAM

]
A TCB

I
B TCB
]

Heap

B context

B stack

R4-R11

xPSR, PC...

A stack
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handler mode thread mode

= Documentation Main Stack (MSP) Process Stack (PSP)
= How many stacks? One for OS, one per thread

How Much RAM for Stacks?

Interrupt Handler Thread
= How large?
= Space for stacked thread context RTX function 1
= No floating point unit? 64 bytes

5WC

Threads enter the RTX RTOS

= Floating point unit? 200 bytes Kernel via SVC (Service Call).
; , . . RTX RTOS Kernel Kernel functions are therefore
Space for each thread’s deepest calling behavior not using process stack memory.

= Include registers stacked by hardware. Handlers use MSP, not PSP
= Main stack size for RTX v5 documented here
= Exact analysis is hard for a non-trivial program

= How to estimate?
= Analyze anyhow — usually overestimates. Linker provides stack depth analysis
= Test and measure — usually underestimates. RTOS provides stack usage watermark and stack
overflow detection.

= Covered in ECE 461/561 in detail
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How Much RAM for RTOS Objects?

Category Control Block Size Attribute Size #define symbol

Thread Management osThreadAttr_t::cb_mem 68 bytes osRtxThreadCbSize

Timer Management osTimerAttr_t:cb_mem 32 bytes osRtxTimerCbSize

Event Flags osEventFlagsAttr_t::icb_mem |6 bytes osRtxEventFlagsCbSize
Mutex Management osMutexAttr_t::cb_mem 28 bytes osRtxMutexCbSize
Semaphores osSemaphoreAttr_t::cb_mem |6 bytes osRtxSemaphoreCbSize
Memory Pool osMemoryPoolAttr_t::cb_mem 36 bytes osRtxMemoryPoolCbSize
Message Queue osMessageQueueAttr_t::icb_mem 52 bytes osRtxMessageQueueCbSize

= Objects only created at program start-up, = Remember to include additional RAM for

never deleted? memory pools, message queues
= Yes? Relatively easy = Defined in rtx_os.h, see https://arm-
= No? Much harder. Objects are dynamically software.github.io/CMSIS 5/RTOS2/html/

allocated (...new, ...delete) as program runs.

. , pControlBlockSizes.html
Determine worst-case memory reqwrements
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How Should We Split the RAM?

= Limited amount of RAM

= Hard to know exact size needed for
= Thread stacks
= Heap
= Dynamic OS objects (message queues, memory pools)
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Memory Allocation Models

] Cption Value
Th ree memory - [=-System Configuration -
a”ocation mOdeIS Global Dynamic Memory size [bytes] 4096
Kernel Tick Frequency [Hz] 1000
H Round-Robin Thread switching [v
(documentatlon) ISR FIFO Queue 16 entries
. Object Memory usage counters =
= Global Dynamic jectemenyuesge cout S e
(default): One pool for
a | | O bJ eCtS’ u Ses h ea p m ﬁ ;pt;:nmaphore Configuration e
. . E--Object specific Memory allocation r
| ObJeCt-SpeCIfIC _ i U N U JI"v]un:SI::Er of Semaphore objects 1
Dynamic: One pool per B} ) e o oo
memory type B ettt -
Data Storage Memory size [bytes] 0
= Static: Allocate at U

compile time

= Can use all types in one
program based on f )

needs _
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When to Use the Memory Allocation Models

Model _____Pros ____________|Cons

Global Dynamic Simple, no external Creating and destroying objects of different sizes
fragmentation can cause internal fragmentation

Object-Specific Deterministic, no internal Requires some analysis and multiple pools, can

Dynamic fragmentation suffer from external fragmentation

Static Deterministic, prevents all Requires detailed analysis for tight bounds (safe

fragmentation but not wasteful)
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DEBUGGING
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RTX & MDK Debugging Support

= Debugging multithreaded system is  anxmsisanasisten

: | vl
challenging ey e
- Thread interactions 5 syar
] Multiple States TiCkTimEﬂ. . 1.000 m5ec
Round Robin Timeout:
m 1 Stack Size; 256
M DK has Integrated RTX debug Tasks with User-provided Stack: 0
Stack Overflow Check: Yes
support bl V3
= |Improves visibility into system state User Timers: Available: 0, Used: 0
- RTX OS status window available in MDK e
osidedemon O Running %
= Debug -> OS Support -> RTX threads and
System

= Displays ...
= What thread is doing
= What thread is waiting for
= Other data
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Event Viewer

= Shows thread-oriented timeline Event Viewes Bl

view of system operation o i ) By S e
= Which thread executes when - — ]
. All Tasks led (3) 5 <‘Eldle {255} , :Xm ><<{ 4) X{-#} X{d} : ) Xﬂ} M{‘i} X{ﬂ
= Context switches T = e 255 , ; lkeyread (6} => command (4] ————
= Interrupt service routines init (1) | '
FTEIIE — Reference Line -— Mouse C;Iursor Line

= Not available on KL25Z MCU (no _
led i
SWV support) Y N—

emes |

i © A T I
ceead T D I L
0.328198s ' 06171668  0928198s ' 12121985, d 0596437528198 5
| 31506937 R9247801 83106337 [11£505708, d:f.?za?a-uﬁl-iﬁl?'ﬂﬁﬂﬂ? =
4 [ ]
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Common Issues and Bugs

= Crash: Does each thread have enough stack space?
= sprintf takes a lot. Floating point math does too.

= Did you scale the RTOS to your application?
= Number of threads, semaphores, queues, mailboxes, etc.

= Always check result/error codes for system calls
= Light an LED if there’s an error, possibly put an infinite loop there

= Why doesn’t my thread run?
= Look at scheduler’s data structures via debugger
= Threads which are ready to run
= TCB: thread control block
= |f the error LED goes on, set a breakpoint there and see what happened



More Common Issues and Bugs

= |s your thread structured as an infinite
loop with an OS call on which to block?

= Are interrupts working properly? Try
substituting a polling function to isolate
the problem.

= |s there enough memory for your
program? Check the .map file

= Don’t use printf or write to an LCD in time-
critical code (too slow)

= Put as little code into ISRs as possible

= Be careful about which functions and API
calls you use in ISRs
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OLD
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Example Operations

NULL (0) — end of list

Heap Memory

FreeLisD

= Allocation of N byte block (malloc, calloc)
= Find first block B which is large enough
= |f size of B > N bytes, split B. Update list entry with (size of B)-N
= Update list pointers as needed

int * a, * b, * c;

a = (int *) malloc(100);
b = (int *) malloc(200) ;
free(a) ;

= Return pointer to start of allocated block _
c = (int *) malloc(64);

= Deallocation of block (free)

= |f block to free is adjacent to a block in FreelList, merge them and
update the list entry

, * Else add list entry with pointer to B (and size) to FreelList
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